
BECOME ACQUAINTED WITH THE BEST PRACTICES FOR IMPLEMENTING AND MANAGING AN INCIDENT 
MANAGEMENT PROCESS BASED ON ISO/IEC 27035 

SUMMARY
This course enables participants to learn about the best practices for implementing and managing a security incident management 
process throughout their organization using the ISO/IEC 27035 standard as a reference framework. This training is fully compatible with  
ISO/IEC 27035, which supports ISO/IEC 27001 by providing guidance for incident management. The course material has also taken into 
consideration leading industry standards, such as NIST SP 800-61.

PECB CERTIFIED ISO/IEC 27035 
FOUNDATION

 ▶ Certification fees are included in the exam price
 ▶ A student manual containing over 200 pages of information and practical examples will be distributed to participants
 ▶ A participation certificate of 14 CPE (Continuing Professional Education) credits will be issued to participant

COURSE AGENDA

GENERAL INFORMATION

Day 1

Introduction to the incident management framework, according to ISO/IEC 27035 
• Information security incident management
• The ISO/IEC 27035 core processes
• Fundamental principles of information security
• Linkage to business continuity
• Legal and ethical issues

Day 2

Organizational Incident Management Process based on ISO/IEC 27035
• Initiating a Security Incident Management Process
• Understanding the organization and clarifying the objectives
• Plan and prepare
• Roles and functions
• Policies and procedures
• Analysis of lessons learned 
• Corrective actions 
• Competence and evaluation of incident managers
• ISO/IEC 27035 Foundation exam

 ▶ The “PECB Certified ISO/IEC 27035 Foundation” exam is available in different languages (the complete list of languages 
can be found in the examination application form) 
Duration: 1 hour

 ▶ A certificate of “PECB Certified ISO/IEC 27035 Foundation”  will be issued to participants who successfully passed the 
exam and comply with all the other requirements related to this credential

 ▶ For more information on ISO/IEC 27035 Foundation examination and certification processes, please refer to the PECB 
website section on the ISO/IEC 27035 Foundation course
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